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— About this Book

This Participant Handbook is designed to enable training for the specific Qualification Pack
(QP). Each National Occupational (NOS) is covered across Unit/s.
Key Learning Objectives for the specific NOS mark the beginning of the Unit/s for that NOS.

e Describe the basics of computers

e Explain computer peripherals

e Explain what a network and types of network is
e Describe different types of networking devices
e Explain the fundamentals of electronics

o Define electronic circuits and components

e Define fundamentals of electricity

e Understand basic concept of networking

e Describe TCP/IP protocol and their layers

e Install the hardware

e Configure and set up peripherals

e Set up the software

e Install and configure networking devices

e Install and configure storage devices

e Troubleshoot storage and other devices

e Complete the repairs

e |dentify customer’s requirements

e Learn how to interact with customers

e Suggest resolutions to the problems of customers
e Explain company’s policies

e Write reports and fill forms as needed for the role
e Interact with people

The symbols used in this book are described below

— Symbols Used

v (4 9] [@] [B] [e

Key Learning Steps Role Play Tips Not Unit
Outcomes P otes Objectives
o O E
N @
Activity Practical

—______o____________
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— Key Learning Outcomes
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At the end of this module, you will be able to:

1.

Describe the basics of computers

Explain computer peripherals

Explain what a network and types of network is
Describe different types of networking devices
Describe software
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UNIT 1.1: Computer Fundamentals

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define computer and its types
2. Describe computer peripherals

— 1.1.1 Introduction to Computer

A computer is an electronic device which transforms data into meaningful information. The
following image shows a computer:

Fig. 1.1.1: A computer

The basic functionality of computers, irrespective of their size or make, is shown in the
following figure:

Retrieves the Prints the
Processes stored data result in the
Accepts data Stores data data as .
. as and when required
required .
required format

Fig. 1.1.2: The basic function of a computer

Some characteristics that have made usage of computers almost a necessity in life are they
are fast, accurate, diligent, adaptable and have good storage capacity.

A computer consists of various units or parts that enables it to perform its functions.

&
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The following figure shows a block diagram of the functional units of a computer:

Program and Data
Input Storage Output
Unit Unit Unit
R

T esults
I ] 1
I 1 1
| T 1
I 1
N i Control N !
Unit
1
: Central
. — Processing
1 Unit
o] Arthmetic
Logic Unit
Dotted lines () indicate

flow of instruction and solid lines
(—) indicate flow of data

Fig. 1.1.3: Block diagram of functional units of a computer

The four main functional units of a computer is described in the following figure:

*This unit accepts data or instructions from the user for

Input unit processing by using the input peripheral device.

*This unit stores data and instructions before and after
Storage unit processing. It is mainly divided into two parts, primary storage
and secondary storage.

*This unit takes data and instructions from the storage unit and
processes the data as required, based on the instructions given
and the type of data provided.

*The data is then sent back to the storage unit after being
processed, if required.
Central processing < e This unit includes the arithmetic logic unit (ALU) which helps in
unit(CPU) performing calculations using arithmetic operators like addition
(+), subtraction (-) and so on.

*This unit also uses comparison operators like greater than (>),
less than (<) and equal to (=). The control unit controls all these
operations, enables retrieving data from storage and helps store
information back to a storage device.

*This unit is used for displaying the result to the user in the

Output unit required format by using an output peripheral device.

Fig. 1.1.4: Functional units of a computer




Types of Computers

Computers can be classified according to their size, speed and computing power. The
following table lists the different types of computers:

Type

Microcomputer

Mini Computer

Main Frame

Description Image

It is a single user
computer system with a
single chip and
moderately powerful
microprocessor. The

different types of
microcomputers are:
e Desktop
Computer
e laptop
Computer
¢ Notebook
e Tablet

It is a computer which
can support hundreds of
users simultaneously and
has more powerful
processors than a
microcomputer. It is also
called mid-range
computer.

It is a multi-user system,
like a minicomputer but
the technology is
different than that of a
minicomputer. It is used
to handle and process
large amount of data

such as in banks and
government offices.

Field Technician-Networking and Storage [
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Super Computer It is the fastest and most
expensive computer
system. It is used for
complex scientific
computations and
numerical calculations
such as weather
forecasting, nuclear
simulations and

astrophysics.

Fig. 1.1.5: Types of computer

Computers are commonly classified as:

e laptop
e Desktop
e Server
Laptop

Laptop is a battery or alternate current (AC)-powered, portable, wireless personal computer
(PC), generally smaller than the size of a briefcase. It is a small personal computer with a
"clamshell" form factor, a thin Liquid Crystal Display (LCD) or Light Emitting Diode (LED)
computer screen on the upper portion and a keyboard on the lower part of the "clamshell".

The following image shows a laptop and internal view of the laptop:

Fig. 1.1.6: Exterior and interior of a laptop computer

Desktop

A desktop is a PC that is made to be used on or near a desk or a table, and is not portable. A
desktop PC has a mouse, a keyboard and a base unit which includes the computer’s
components. Some newer models have the base unit within the monitor to save space.
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The following image shows a desktop computer along with its system unit or CPU and
peripherals:

System Unit

Monitor

Keyboard Mouse

Fig. 1.1.7: A desktop computer along with its CPU and peripherals
Server

A server computer is a central computer, which comprises of collection of data and
programs. It is also known as a network server as it allows all the connected systems to
share and store data and applications. File servers and application servers are the two main
types of servers. The following image shows a server computer connected to various other
computers:

g

7

=M1 R

nm

Fig. 1.1.8: A server computer linked to other computers

1.1.2 Types of Computer Peripherals

Peripheral devices are the input/output devices that are typically used to feed information
and instructions into a computer for storage or processing, and to show an output.
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The peripheral devices are categorized as shown in the following figure:

-<-

o

Fig.1.1.9: Different types of peripheral devices

Input Devices

An input device is any device that provides input to a computer. There are many input
devices such as a keyboard and mouse. Some input devices are explained as follows:

Mouse

The mouse is an input device, used to make selections and move objects on a computer
screen. A mouse can be with a laser or a ball, wired or wireless.
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Some different types of mouse are shown in the following image:

& o

—w=t

Wireless Mouse Ball Mouse Wired Mouse Optical Mouse

Fig. 1.1.10: Different types of mouse

Though the mouse is considered as a peripheral, it is a vital device and essential for using
computers.

Keyboard

A keyboard is one of the primary input devices and it looks similar to those found on electric
typewriters. The following image shows a keyboard:

T W W W W W W W W W W W W —
Jab Q W E R i Y 1] I o P E t |
= \

L & & & & & & & J
Caps Lock A s D 3 G H ]

T S W W W W —
X M <

Fig. 1.1.11: A keyboard

Keyboards allow users to enter letters, numbers and other symbols into a computer that can
serve as commands or be used to type text.

Scanner

A scanner reads documents (text and photographs) and stores it in the computer to which it
is connected. The physical document is converted to digital format after it gets scanned. The
digital document can be viewed and modified on a computer. Earlier a software needs to be
installed in the computer for scanners to work but now all the systems have inbuilt settings
to detect the scanner automatically. Basic scanning software allows the user to import data
from it.
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Scanners with flat scanning surface are suitable for books, pages, photographs and so on.
The following image shows a scanner:

(it

My i
i I e

Fig. 1.1.12: A scanner
Output Devices

An output device receives information from the CPU and presents it to the user in the
required format. The processed data, stored in the memory of the computer is sent to the
output unit, which then converts it into a form that can be understood by the user. The
output is typically presented either on a display device such as a monitor, or on paper (hard
copy) with the help of a printer.

Some output devices are explained as follows:
Monitor

The monitor is an output device, also called a visual display unit (VDU) that shows the
graphical and textual information of the computer. The following image shows a LCD
monitor:

Fig. 1.1.13: A monitor
Printer

Printer is a peripheral device which is used to display graphics or text on paper. They are a
great resource but they should be used in a controlled way. Their overuse puts unnecessary
wear and tear on them and also uses up expensive ink and paper. There are three types of
printers based on its usage:

'
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e Personal printers: These printers are designed for personal use and may be connected
to only a single computer. They are used for low-volume smaller printing, requiring
minimal setup time to produce a hard copy of a given document.

o Networked or shared printers: These are typically used for high-volume and faster
printing. They are shared by multiple users on a network.

e Virtual printer: It is a piece of software whose user interface resembles a printer driver
but it is not connected to a computer printer. It is generally used for archival purposes
or as an input for another software.

Speakers

Speakers receive audio signals as input from the sound card of the computer and produce
them in the form of sound waves as audio output. The following image shows speakers:

Fig. 1.1.14: Speakers
Storage Devices

Storage devices, also called storage media, are hardware devices which are used to store
data or information. It can store information temporarily or permanently. These devices can
be added to computers externally or internally. Storage devices are of two types:

o Magnetic storage: Includes hard disk drive, magnetic tapes, floppy drive and so on.
e Optical storage: Includes CD-R, CD-RW, Blue ray disk, DVD, flash drive and so on. It uses
laser ray or light to access data in it.

Hard Disks

A hard disk is a http://www.computerhope.com/jargon/n/nonvolat.htmdevice that stores
data on a computer permanently. A hard drive is collection of one or more disks or platters
shielded with magnetic material to which data is written with the help of a magnetic
head. Hard disks are connected to the motherboard using special cables such as PATA
(Parallel ATA), SATA (Serial ATA), USB or SAS (Serial attached SCSI) cables and they are
powered by a power supply unit.
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The following images shows hard disk drives:

Fig. 1.1.15: Hard disk drives
In case of a laptop, the hardware components and devices that come along in the package
are same as that of a desktop except a few changes; instead of mouse, laptops have
touchpads or track pads and instead of external power source, laptops have an internal
battery.

CD/DVD

CD/DVDs are types of optical disk drives that use laser light or electromagnetic waves for

reading and writing data. Different types of CD/DVDs are:

e CD/DVD-R where R stands for recordable. CD/DVD can be written once and read many
times.

e CD/DVD-RW where RW stands for rewritable. CD/DVD-RW allows reading of data many
times and also the data can be erased and written again.

e CD/DVD-ROM where ROM stands for read only memory. CD/DVD-ROM allows reading of
data which is already present on the CD.

Floppy Disk Drive

Floppy disk drive was a common storage device and can be still found in many old desktop
computers. It can be read and written using a floppy disk drive. It is a disk of thin and
flexible magnetic storage which is sealed in a rectangular plastic enclosure. Floppy disks are
available in different sizes:

e 8-inch (200 mm)

e 5Y-inch (133 mm)

e 3%-inch (90 mm)
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— Activity
Match the following devices with their types:
1. | Mouse a. | Optical disk drive
2. | Keyboard b. | Magnetic disk
3. | Hard Disk c. | Sound waves
4. | CD/DVD d. | Pointing device
5. | Speakers e. | Input device
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UNIT 1.2: Networking Fundamentals

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define network
2. ldentify the types of network
3. Describe networking devices

— 1.2.1 What is a Network?

A network is an interconnection of a group of computers that can communicate and share
resources such as hard disks and printers. It is a group of computers and other devices that
are connected by some type of transmission media. The initial idea of a network was
perceived by the department of defense (DOD) in USA for the purpose of security.

Some advantages of networks are:

e Sharing of information across different systems (connected in a network)
e  Optimum utilization of hardware resources
e (Centralization of data management

Based on the physical connectivity or distance, that a network can span, the network is
classified into different types.

Types of Networks

The following figure shows the different types of networks used for sharing information:

) Local Area Network (LAN)

> Metropolitan Area Network (MAN)

> Wide Area Network (WAN)

Fig. 1.2.1: Different types of networks

LAN

It is the interconnection of computers that share information over relatively small distances
such as within an office building, residence, school premises and locality.

o
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The following image shows interconnection of computers in LAN:

Fig. 1.2.2: Interconnection of computers in LAN

MAN
It is the interconnection of users with computer resources in a region larger than that
covered by LAN but smaller than the area covered by wide area network (WAN).

The following image shows interconnection of users using MAN:

Fig. 1.2.3: Interconnection of users using MAN

WAN

WAN is used to connect devices over much larger distances than LAN. It is established by
connecting LANs using routers. It is not limited to a single person or organization, for
example, the Internet, which is a network of networks spread across the globe for exchange
of information and services.
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The following image shows connectivity of users using WAN:

Fig. 1.2.4: Connectivity of users using WAN

— 1.1.2 Network Architecture

Network architecture is a structural model that specifies the type, layout and components of
a network along with data format, different protocols and services provided. The following
figure shows the types of network architecture:

Network

Architecture

Peer-to- Client-
Peer Server

Fig. 1.2.5: Types of network architecture

Peer-to-Peer Network Architecture

Peer-to-peer is a type of network architecture in which all the computers connected to the
network have similar capabilities to use the resources that are available on it. There is no
central server in this architecture and each workstation on the network shares its files
equally with the others. Peer-to-peer networks are usually simple but they do not offer the
same performance in case of heavy network loads.
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The following image shows a peer to peer network architecture:

_R-L 7§

/| N\
e
\ /

Fig1.2.6: Peer to peer network architecture

Client-Server Network Architecture

Client-server is a type of network architecture in which each computer on the network is
either a client or a server. The following image shows a client-server network architecture:

»

Fig. 1.2.7: Client- server network architecture

Server

A computer which holds programs, network operating systems and the shared files is called
a server. Servers are computers dedicated to manage disk drives (file servers), printers (print
servers) or network traffic (network servers). They provide access to the network resources
to all the devices which are using the network. There are different kinds of servers such as
file servers, communication servers, print servers, database servers, mail servers, fax servers
and so on.
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The following figure lists some types of servers along with their description:

e|t provides data such as data files, e-mail and printer access programs, which are
shared among various clients in the network.

e|t has large hard disks which all users in the network share.
e Application software and shared data reside in this server.

e|t acts as a buffer for the print jobs sent by the users to the shared printers or
centralised printers.

e|t grants the outside users access to the network through a telephone line.

e|t provides electronic mails (e-mails) to users of the network.

Fig. 1.2.8: Different types of servers

Client
Client computers access the network and use various shared resources in the network. They
rely on servers for resources, such as files, devices and even processing power. They receive
services from the servers as per their request.

— 2.1.3 Network Devices

Network devices are components which are used to connect computers and other electronic

devices to share resources such as printers, fax machines, database and so on. The functions

of network devices, working together, are as follows:

e Controlling traffic: Network devices filter and isolate the data traffic.

e Providing connectivity: Using various network protocols, network devices connect
different types of networks.

e Addressing as per hierarchy: These devices segment the network and deliver data to the
right destination using the destination address.
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The following figure enlists devices used in networking:

Repeater « p

Networking

Devices

Bridge

Fig 1.2.9: Networking devices
Switch
A switch, in a computer network, connects other devices electrically and logically. It enables
communication between networking devices by plugging data cables into them. It transmits
network packets to their assigned destination and thus manages flow of data in the network.
Each networked device is identified by its network address, which allows the switch to
regulate traffic and increase the efficiency of the network.

When an ethernet switch replaces a hub, the scope of collision is reduced as the single large
collision domain of the hub is split into smaller parts and leads to increase in the
potential throughput. A switch works at the second layer of the open system
interconnection (OSI) model.
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The following image shows the interconnection of devices with a switch:

Server

Print Server

é—u

Cable Modem Router

Printer 1 Printer 2

Fig. 1.2.10: Interconnection of devices with a switch
Router

IP routing is the process of sending packets from a host on one network to another host on
another remote network. This process is done by routers. They examine the destination IP
address of a packet, determine the next-hop address and forward the packet.

They use routing tables to determine the next hop address to which the packet should be
forwarded. The following image shows a router:

Fig 1.2.11: A router

Consider the following image which is representing IP routing:

Fig 1.2.12: IP routing

Host A wants to communicate with host B but host B is on another network. Host A is
configured to send all packets destined for remote networks to router R1. Router R1
receives the packets, examines the destination IP address and forwards the packet to the
outgoing interface associated with the destination network.
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Hub

A hub, also known as network hub, is a hardware network device that connects ethernet
devices together, making them a single network. A signal is introduced at one of the input
ports of the hub and it appears at every output port except the original one. It operates at
the physical layer of the OSI model.

A hub lacks the intelligence to determine where the information has to be send as it has no
routing table unlike a switch and a router. It broadcasts information across each connection
(multiple ports), which increases risk issues. Earlier, a hub was preferred over a switch and a
router because it was cheaply available. However, now switch is in demand as it is of the
same cost as a hub and a router and has better transmission of information. The following
image shows connection of a hub with other devices:

Laptop Laptop Tablet

Router Hub Switch

5 all Firewall

Internet

| Client

Printer

Fig 1.2.13: Connection of a hub with other devices
Bridge

A network bridge helps to join two otherwise separate computer networks together to
enable communication between them. Bridge devices are used with LANsto extend
their reach and cover larger physical areas.

They inspect incoming network traffic and determine whether to forward or discard it
according to its intended destination. An Ethernet bridge, for example, inspects each
incoming Ethernet frame - including the source and destination MAC addresses and
sometimes the frame size - in making individual forwarding decisions. Bridge
devices operate at the data link layer (Layer 2) of the OSI model.
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The following image shows connection of a bridge in a network:

Wireless
Access

Switch i } p°'”t{
-_—

Network
Bridge

Fig 1.2.14: Connection of a bridge in a network
Gateway

A gateway acts as an interface between dissimilar networks with different protocols
translating one data format to another. It is responsible for communication and sending of
data back and forth. It can operate at any network layer of the OSI model.

Gateways are nodes that connect different networks. A gateway node is a computer that
controls traffic among company networks and provides connection to the internet users.

The following image shows a gateway connection with a switch and a hub:

Semm————

\,

Fig 1.2.15: A gateway connection with a switch and a hub
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Repeater

A repeater is a networking device which is used in a transmission system to regenerate
distorted signals. It receives the signal and regenerates it to transmit it over long distances
so that it can be received on the other side. It regenerates the network signals so that they
can travel longer distances on the network.

The following image shows the connection of a repeater in an antenna for transmission of
information:

Fig 1.2.16: Connection of a repeater in an antenna for transmission of information
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Activity

Choose the correct answer for the following questions:
Which of the following networking devices has no routing table?

a. Hub b. Router c. Switch

At which layer of the OSI model does a switch operate?

a. Physical layer b. Data link layer c. Network layer

Which network is the largest?

a. LAN b. MAN c. WAN

4. Which networking device is used to regenerate signals?

a. Switch b. Repeater c. Router




SE
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Perform the task of networking of two computers.

1.

2.
3.
4

Field Technician-Networking and Storage

Hardware:

Network Card

Wireless Network Adapter

CATS strait-trough Cables
Networking Hub or Wireless Router
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UNIT 1.3: Software Basics

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Explain operating system
2. Define application software
3. Explain security software and its importance

— 1.3.1 Introduction to Operating System

An operating system is a type of system software that serves as an interface between
programs or applications and the computer hardware. It manages computer hardware and
software resources to provide services to the user, except the firmware such as ROM BIOS.
Apart from giving an interface to the user, it performs tasks like memory management,
process management, file management, and controlling input/output devices (I/O). The
following figure shows a block diagram of a computer with respect to the operating system:

( User )

pr )
& A
Application (s)
A
Software 3
Operating System
. y
A
= -
Hardware

Fig. 1.3.1: Block diagram of a computer with respect to the operating system
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The operating system architecture or framework is broadly classified into kernel mode and
user mode as shown in the following figure:

User Applications

Input/Output Management

v v ¢

Message Interpreter

v v v

Memory Management

v v v

Processor Scheduling

Fig. 1.3.2: Operating system architecture or framework

Kernel is the core of the operating system and is the first program that gets loaded in the
computer system at start up. It then supports the start-up process and handles the
hardware. In kernel mode, CPU instructions are executed and memory is referenced for
storing data. A crash of kernel stops the functioning of the computer system.

In contrast, the CPU instruction, codes or programs running in the user mode has no direct
access to the hardware or memory. They request the system application programming
interface(APIs) to access these. Because of a layer of system API, user mode is recoverable in
case a crash happens. Most of the codes running in the computer will execute in the user
mode.
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User Interface
Resource

Management

Memory
Management <

Processor <
Management

Device Management =<

File Management

Security

System
Performance
Management

Coordination

Communication

Error Detection

The following figure shows some of the important functions of an operating system:

*Provides a user interface for example, graphical user interface
(GUI) and command line (text based)

eHandles system resources such as computer's memory and
sharing of the CPU time by various applications or peripheral
devices

eKeeps track of primary memory usage such as, being used by
whom, what parts are not in use

eDoes priority-wise memory allocation for a process request in
case of multiple programs being executed

eDe-allocates the memory when a process no longer needs it
or has been terminated

eKeeps track of processor and status of process with the help
of a program known as traffic controller

eAllocates the processor (CPU) to a process

eDe-allocates the processor when a process is no longer
required

eKeeps track of all devices with the help of a program known as
the I/O controller

eDecides which process gets the device when and for how
much time

eAllocates the device in an efficient way
eDe-allocates devices

eKeeps track of information, location, uses and status and also
maintains the file system

eEnables use of passwords to prevent unauthorized access to
data or the system

*Manages system performance such as recording delays
between a request for a service and response from the system

¢ Assigns software such as, compilers, interpreters, assemblers
and other software to the computer systems, other software
and users

*Enables network communication by establishing connection
between network devices and the computer or any other
program

eProvides debugging and error detecting aids and gives
appropriate error messages

Fig. 1.3.3: Functions of an operating system
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Windows

Windows is an OS which is owned by Microsoft. It is different from any open source
software in the sense that only Microsoft can make changes to the code. It can be installed
on different kinds of computers, by various manufacturers, giving a wide range of choice for
hardware to the user.

The latest version Windows is 10 which includes touchscreen support. This combines the
usability of a touchscreen tablet and the power of a desktop/laptop computer. It also
includes the "Play To" and "Remote Media Streaming," features that allow a user to play
media from the computer on another device. These features also allow the user to access
media when away from his/her computer.

Configuration/Installation

The steps that should be performed in order to install the Windows operating system on a
computer are shown in the following figure:

Fig. 1.3.4: Steps to install windows operating system

Linux

Linux is a free and open-source software. The main component of the Linux OS is the Linux
kernel.

The user interface, called shell, may be a command-line interface (CLI) or a GUI. For any

desktop system, the default mode is usually GUI. The CLI is also available either through a
terminal emulator Windows or an independent virtual console.

Configuration/Installation

Installing, updating or removing a software in Linux is usually done through the use of
package managers such as:

e Synaptic Package Manager

e Package Kit

e Yum Extender
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Most of the major Linux distributions contain extensive repositories. However, all the
software that can run on Linux are not available from these official repositories. Users can:

e download the pre-compiled packages from websites directly

o install the packages from unofficial repositories or

e compile the source code by themselves.

Mac 0S

Mac OS which was known as Mac OS X earlier, is a Unix-based graphical OS developed by
Apple Inc. and is designed to be run only on Apple's Macintosh computers. After Microsoft
Windows, Mac OS is the second most widely used desktop OS. In the earlier years, Mac OS
had a negligible number of types of spyware and malware which have affected the Windows
users. The share of usage of Mac OS is smaller compared to Windows. Apple regularly
releases security updates for Mac OS. The latest version of this is Mac OS 10.12 Sierra.

Configuration/Installation

One can install Mac OS over any earlier version, without removing the data. The following
figure lists the steps to reinstall the Mac OS:

Open Disk Utility and
erase the disk before
reinstalling

Start up from Mac OS
recovery

Choose Reinstall Mac
0OS or OS X from
the utilities window

Follow the onscreen
instructions.

Fig. 1.3.5: Steps to reinstall Mac OS

— 1.3.2 Application Software

Application software are the end user program designed to create documents and
spreadsheets; do online research and online business; and play online games. The two-basic
application software are:

e Microsoft Office (MS-Office)

e Web Browsers

o
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MS-Office

MS Office is a suite of computer programs developed by Microsoft. Although meant for all
users, it offers different versions that cater specifically to students, home users and business
users. All the programs are compatible with both, Windows and Macintosh.

Most Popular Office Products
Some of the most popular and universally used MS Office applications are:

e Microsoft Word: Allows users to type text and add images to a document.

o Microsoft Excel: Allows users to enter data into a spreadsheet and create calculations
and graphs.

o Microsoft PowerPoint: Allows users to add text, pictures and media and create
slideshows and presentations.

¢ Microsoft Outlook: Allows users to send and receive email.

e Microsoft OneNote: Allows users to make drawings and notes with the feel of a pen on
paper.

e  Microsoft Access: Allows users to store data over many tables.

Web Browsers

A web browser is used to retrieve and go through information resources available on the
world wide web (www).

It is a software application which provides a way to look at and interact with the information
on the web. It is a client program which uses Hypertext Transfer Protocol (HTTP) for making
requests to the Web servers through the Internet on behalf of the user of the browser.

The following image shows the basic layout of a web browser:

_

. t® i

\ Se rchg

Fig. 1.3.6: Layout of a web browser

Configuring a Web Browser

The web browser can be customized by configuring it with the help of settings menu on the
browser. A browser can be configured for managing privacy, network connection settings,
appearance of the browser, download location and user accounts by going to ‘Show
Advanced Settings’.

'
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The following screenshots show configuring network connection settings from a browser:

/4 Settings =\
« C | @ internat Properties ? ® & Internet Propertses 7 *
1 Apps E_ | e [ [y [[—— ] % Local Area Network (LAN) Settings x|
Automatic tion
Chrome 0 T st up & Internat connection, didk configural . ) = -
Setup, o gt b e it} ensure
Extensions IDisl-up and Virtual ke sattings E "
I Settings [CJuse automatic configuration sarpt
Address
About Proxy server
mommh—mw(ﬂmm-ﬂmmw
Choose Settings if you need to confgurs & prouy dalup o VPN connections).
e Addess: (172140704 | Port: [80 || Advanced |
[Jeypass proxy server for local addresses
Local ek (LAN) Lol Ty
L do ot apply to dislup | UANsettngs | LAN Settings do not apply to dalap
Choose Settings above for dial-up settngs. Chy & abon e - Ll
L e ) (e

Fig. 1.3.7: Configuring network connection settings from a browser

Privacy settings of a browser help the user to manage the cache and cookies. The following
screenshot shows privacy settings option of a browser:

Settings e
Google Chrome 15 not currently your default browser.

Privacy
Content settings... |i Clear browsing data...

Google Chrome may use web services to improve your browsing expenience. You may optionally disable these
senaces. Leam more

of Usz 2 web service to help resolve nawigation errors
o Use a prediction service to help complete searches and URLs typed in the address bar
o Use a prediction service to load pages mone quickly

Automatically report details of possible secunty incidents to Google
o Protect you and your device from dangerous sites
| Use a web senvice 1o help resolve spelling errors
[ Automatically send usage statistics and crash reports to Google
[} Send a "Do Not Track™ request with your browsing traffic
Passwords and forms

o Enable Autofill to fill out web forms in & single chck. Manage Autofil settings

o Otfer to save your web passwords, Manage passwords

Fig. 1.3.8: Privacy settings option of a browser
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— 1.3.3 Security Software

The security of a computer depends on the proper working of various technologies. An OS
provides access to the resources available to the software which are running on the system
and also to the external devices such as networks through the kernel. The OS contains
various built-in tools, such as antivirus utilities and firewall set up, for protecting the system
against security threats. These are known as security software.

Some of the security software are as discussed below:

e Firewall
e Antivirus
e Anti-Spyware

Firewall

A firewall is a utility software which monitors sending and receiving of files and blocks
unauthorised network. It enables network security as it monitors incoming and outgoing
network traffic thereby facilitating controlled data access between the networks.

The following image shows firewall security in a computer:

kst
ummmﬁ
3 Y —

Fig 1.3.9: Firewall security in a computer
Antivirus Software

An antivirus is also known as anti-malware software. It is a set of programs that are used to
prevent, detect and remove software viruses, worms, adware, Trojans and so on. This
software needs to be up-to-date as a system without an antivirus can be infected within a
few minutes of being connected to the Internet.

The following image shows an antivirus software installed in a computer:

Fig. 1.3.10: An antivirus software installed in a computer




Participant Handbook

Anti-Spyware

A spyware is a malware that collects a user’s personal information such as credit card and
browsing history and passes it to a third party without the user’s knowledge.

An anti-spyware is a utility program that removes such malware or unwanted programs
which could be present in the computer, to protect the user’s personal information. Avast
anti-spyware is a popular software to remove malware.




Field Technician-Networking and Storage

Y]
¥

— Activity
Fill in the blanks for the following statements:

1. The security software which monitors sending and receiving of files is known as

a. Firewall b. Antivirus c. Antispyware
2. A web browserisa used to search information online.
a. Application b. System software c. Security software
software

3. An operating system serves as an interface between programs and

a. System hardware b. System software c. Applications
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— Practical 1=~

Perform the task of creating restore point and restoring computer for windows 8.

Hardware:
1. Computer with windows 8 system




2. Basic Electronics

Unit 2.1 — Fundamentals of Electronics

Unit 2.2 — Other Electronic Concepts
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— Key Learning Outcomes
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At the end of this module, you will be able to:
1.

Explain the fundamentals of electronics
Define electronic circuits and components
Define fundamentals of electricity
Describe PCB and its layout

Explain other concepts of electronics
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UNIT 2.1: Fundamentals of Electronics

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define electronics

2. Explain the basics concepts of electronics
3. Identify electronic components

4. Explain the fundamentals of electricity

— 2.1.1 Introduction to Electronics

Electronics is the branch of science which involves the study of flow and control of electrons
(electricity) and their behaviour and effects. This branch deals with electrical circuits
involving active electronic components such as transistors, diodes and integrated circuits
and passive electronic components such as resistors, capacitors and inductors, along with
interconnection technologies.

The following figure shows some concepts that form the basics of electronics:

Components and
Devices

Circuits
Electricity =<
-
- .. .
¢ Digital multimeter
e Clamp meter
Measuring e Power Supplies
Instrument/ -< e \Voltage Source
Equipment e Current Source
e Oscilloscopes
e Generators
-

Fig. 2.1.1: Concepts of basic electronics

o
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— 2.1.2 Electronic Components

All the circuits of a computer are made up of various basic electronic components. These
components are the fundamental building blocks of the electrical/electronic circuits. They
are generally found on the hard disk drive, motherboard and on the other parts of a
computer and its peripherals. For a field technician, it is necessary to identify these
components correctly.

The electronic components are embedded on Printed Circuit Boards (PCBs). A PCB acts as a
base for the components that are mounted on its surface and soldered. The components are
generally soldered on the circuit board according to a specified design. The circuits are
initially build and tested on a breadboard before being embedded on a PCB. The following
image shows a mother board PCB and a few electronic components embedded on it:

Fig. 2.1.2: Some electronic components on a motherboard’s PCB

Electronic components that may be embedded on a PCB are of two types:

e Active
e Passive
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Active Components

These components depend on a source of energy to perform their functions. They can
amplify current and produce a power gain. The following figure represents a list of active

components:

Fig. 2.1.3: Active components

Diode

A diode is a specialized electronic component with two terminals known as the anode and
the cathode. It has asymmetric conductance, which means that it conducts mainly in one
direction. It has very less resistance (ideally zero), to the flow of current in one direction. It
has high resistance (ideally infinite), in the other direction. Diodes are usually made up of
semiconductor materials such as germanium, silicon or selenium. The following image shows

diodes:

Fig. 2.1.4: Diodes
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Transistors

A transistor is an electronic device, made up of semiconductor material. Usually, it has at
least three terminals to connect to an external circuit. It is used to amplify or switch
electrical power and electronic signals. The following image shows a transistor:

Fig. 2.1.5: A transistor

IC

An IC, also known as a microchip, is a semiconductor wafer on which a number of small
resistors, capacitors and transistors are fabricated. It can work as an oscillator, an amplifier,
a timer, a counter, a microprocessor or as computer memory. The following image shows an
IC:

Fig. 2.1.6: An IC

Light Emitting Diode (LED)

It is a p-n junction diode which gives out light when it is activated. It is a two-lead
semiconductor source of light. Energy is released as photons when a suitable voltage is
applied to the leads. The following image shows an LED:

Fig. 2.1.7: An LED
Power Source

A power source is a source which provides power to a circuit. Generally, it is a generator or a
haH'nr\'l
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The following image shows a battery:

Passive Components

These components do not require any power source to perform their specific functions.
They are not capable of controlling the current. The following figure lists different passive

components in a circuit:

Fig. 2.1.9: Passive components

Transformer

A transformer consists of a metal core with coils of wire around it. It is a device used to
convert AC to the required values by decreasing or increasing the alternating voltages in an

electronic or electric system.

Fig. 2.1.8: A battery
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The following image shows a transformer:

Fig 2.1.10: A Transformer

Resistor

A resistor is a component in an electronic circuit which is built to resist or limit the flow of
current in that circuit. It may be a small carbon device or a big wire-wound power resistor.
Its size varies in length from 5mm up to 300mm. The following image shows different types
of resistors:

Al

kil —
-
—_— e

Sl

Fig. 2.1.11: Resistors

Capacitors

A capacitor is a device which is made up of one or more pairs of conductors and an insulator
separating them. It is used to store electric charge. The following image shows capacitors:

Fig. 2.1.12: Capacitors

— 2.1.3 Fundamentals of Electricity

Electricity is a natural force that comes into existence whenever there is a flow of electric
charge between any two components. The flow of electric charge is called current. Voltage is
the potential difference between negative and positive charged components. When working
with circuits, basic knowledge of electricity is very important to ensure that all connections
are
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correct. A wrong connection in a circuit may cause high damage to people and the circuit
components.

Introduction to PCB

In personal computers, a motherboard is the PCB that provides connectors for peripherals
and has many important components on the board.

It is the main circuit board of a computer. A motherboard includes the following devices:

e (CPU

e Chipset

e |/O ports
e BIOS

e ROM chip

e Memory
e Expansion slots
e Peripheral controllers

Motherboard is also known as “Main board” or “System Board”.
Types of PCB

There are two types of mother boards:

e Non-Integrated PCB (older):

Peripheral controllers were not on the motherboard. Addition boards (called add-on-
cards) were installed in expansion slots as per requirement. For example, video card,
floppy disk drive (FDD) controller card, hard disk drive (HDD) controller card, Serial and
parallel port card and sound card.

e Integrated PCB (latest):

Most of the peripheral controller cards are integrated on the mother-board itself.
Electronics of these logics are integrated on the motherboard and connectors are visible
on the rear panel of the PC.

Chipset:

A chipset is a motherboard component that includes the CPU and other chips that support
basic functions of the computer.

The two main chips in the chipset are:

Northbridge:

North bridge is the part of the computer chipset that provides a network between the CPU
and the other interfaces of the computer. These interfaces may include memory,
Accelerated Graphics Port (APG) port and Peripheral Component Interconnect (PCl) bus. It is
also linked to the south bridge.

Southbridge:

South bridge is the portion of the computer chipset that provides a network between the
north bridge and the slower speed interfaces and then further connects the interfaces to the

o
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CPU. These interfaces may include parallel ports, serial ports, Universal Serial Bus (USB)
ports and PS/2 ports.

The south bridge controls the slower I/O components like the Serial ports, USB ports and the
integrated development environment (IDE).

The following image shows the connection of south bridge and north bridge in a PCB:

Memory Bus

AGP Bus Frontside Bus

PCI Bus

ATA Bus

Fig 2.1.13: Connection of south bridge and north bridge in a PCB

The form factor of the motherboard determines the physical organization, general shape,
the sorts of cases and power supply usage of PCB. It also specifies the physical layout, order
of the board and the arrangement of mounting holes in the PCB. For example, a company
can manufacture two motherboards with the same functionality but having a different form
factor. The real differences lie in the physical layout and the position of the components on
the board.

PCB Components
PCB has many components embedded in it. The two main components are:

e Processors
e Buses

Processors

A processor is a logical circuitry unit embedded in a PCB (or motherboard), which helps in
running the system software such as OS and other applications such as window office. It also
executes instructions given by the user.

It is also known as CPU and contains a silicon chip. It can perform complex calculations.
There are different types of processors such as advanced micro devices (AMD), digital signal
processors (DSP) and Intel processors.

A processor contains three basic components:
e |/O unit
e Control unit (CU)
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e Arithmetic logic unit (ALU)

The following image shows the basic components of a processor:

Backside Bus

Internal Data Bus
Is 32 Bits Wide

Front-Side Bus Or
External Data Bus Is
* 64 Bits Wide
[

Fig 2.1.14: The basic components of a processor
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1/0 unit

The components of a processor are discussed in the following figure:

eThe I/0O unit manages the entering and leaving of the data and instructions from
the processor.

Control Unit

eThe control unit controls the activities inside the processor.

ALU

Register

Cache

Front side
bus (FSB)

Back side bus

eThe ALU performs logical comparisons and calculations.

eRegisters hold the instructions, data and addresses being processed by the ALU.

eThe internal memory caches (L1, L2, and possibly L3) holds the data and
instructions that have to be processed by the ALU.

*The FSB sends instructions, data, control signals and addresses into and out
of the processor.

elt is called FSB because of its connection to the outside of the processor.

*The back side bus is used to connecting the processor to the internal
memory cache.

elts operating frequency is much higher than that of the external bus (also
called as system bus).

U U 2 U U /2 2 N

Fig. 2.1.15: Components of a processor
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Processor Frequency or Speed

The speed of the processor at which it operates internally is known as processor frequency.
For example, the processor’s internal operating speed is 3.2 GHz but external operating
speed is 800 MHz. In this case, 3.2 GHz is the frequency of the processor and 800 MHz is the
frequency of the system bus.

Processor Technologies

Processor technologies can be used by AMD only, by Intel only or by both the vendors.
These technologies help in distinguishing in between different processors in terms of their
performance or features.

The processor technologies can be classified as:
e Over clocking

e Voltage regulator module (VRM)

e Throttling

e Hyper threading (HT Technology)

Overclocking

The default frequencies of motherboard and processors can be altered just by changing a
BIOS set-up setting. Over clocking is the process in which a motherboard or processor work
at a higher speed or velocity than that recommended by the manufacturer. Stability of the
speed is not guaranteed in running the motherboard or processor in overclocking. Hence, it
is inadvisable to run the motherboard or processor in it. In addition, a much higher speed or
velocity can create overheating, which can damage the processor. So, the major area of
concern to deal with while overclocking a system is overheating.

VRM

A CPU is a collection of transistors. These transistors work at a specific voltage level. If
excessive voltage is supplied to the transistor, it will burn off. Hence the motherboard
manufacturers have to take special care of the CPU voltages.

Throttling

Throttling is a process which is responsible for maintaining the rate at which the processing
of application is conducted. Whenever the system is overheated, it lowers down the
frequency which also helps in conserving power. It is also known as dynamic frequency
scaling.

HT Technology

Intel developed a technology known as HT Technology. Two execution threads are processed
by the HT technology inside a processor. On enabling it in the BIOS of the system, the single
processor appears as two processors to the operating system.
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Buses

In the architecture of a computer, a bus works as a communication system that transmits
data amidst various computers or components within a computer. A computer is comprised
of many components such as the CPU, 1/0 devices and the memory chips. A bus is a common
passage or a group of wires that interconnects all these subsystems of a computer. Thus, the
different components are able to exchange information through the bus.

Based on the flow of data between different devices, buses are classified as follows:
Types of buses

There are four types of buses connecting different devices as shown in the following figure:

f‘
eSystem bus refers to the bus which connects the CPU with the

system memory.
eThe system bus is the main communication path between the
CPU and memory.

System Bus =<

N[

*The address bus is necessary to provide the address of the

Address Bus << location where the data can be stored or retrieved.

N[

eData bus is bidirectional and the data is transferred to and fro

Data Bus < from the CPU.

N[

eThe control bus is used to coordinate the data between the

Control Bus < CPU and the peripherals devices or memory.

-~
Fig. 2.1.16: Types of buses
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The following image shows the connection of different buses with the devices:

(elpl Ul
ALU Input And
Registers Bsmery Output(l/0)
And Controls

| Address Bus |

sng LUBJ.SA-S-

| Control Bus |

Fig 2.1.17: Connection of different buses with the devices

The various bus slots differentiated on the base of their features are discussed as follows:
e Industrial Standard Architecture (ISA) Bus Slots:
The expansion slots are used to enhance the features of the PC.
An ISA bus is present in 80286, 80386, 80486 and in Pentium systems and is of 16-bit

slot.
Jumpers or switches are used to configure the ISA card.

The architecture of an ISA bus slot is as shown in the following image:

Fig. 2.1.18: Architecture of an ISA bus slot

e PCl Bus Slots:

It supports plug and play and it is self-configuring.

It operates at a speed of either 33 MHz or 66 MHz.

It is a 64-bit bus.

It communicates with the processor via a bridge circuit.
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The following image shows PCl bus slot inside a motherboard:

Fig. 2.1.19: PCl bus slot inside a motherboard

e Peripheral Component Interconnect Extension (PCI-X) Bus Slots:

Speed of operation: 133 MHz bus speed
Offered Bandwidth: 64-bit

Data transfer rate: 1 GB/sec

Efficient bus operation supported: Yes
Backward compatibility is provided: Yes

The following image shows PCI-X bus slots inside a motherboard:

Fig 2.1.20: PCI-X bus slots inside a motherboard

e Extended Industry Standard Architecture (EISA) Bus Slots:

EISA bus has a feature called bus mastering which enables the components to
communicate with each other without the interference of the CPU.
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The following image shows various bus slots of EISA:
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Fig. 2.1.21: Various bus slots of EISA

e Micro Channel Architecture (MCA) Bus Slots:

MCA bus supports additional features like 32-bit data transfer and automatic

configuration of expansion cards.

The following image shows the architecture of an MCA bus slot:

Fig. 2.1.22: Architecture of an MCA bus slot

e Video Electronics Standard Association (VESA) Bus Slots:

It is designed to hold the video cards of days prior to Accelerate Graphics Port (AGP).
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— Activity

Match the following devices with their respective images:

1. Processor A.

2. ISA bus slot B.
[

3. PCI-X bus slot C.

Baskside Bus

4. EISA bus slot D. ﬁj{
[ oomim ]

TITINIT
170 Unit
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UNIT 2.2: Other Electronic Concepts

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define voltage and power
2. ldentify voltage and power requirement for different hardware devices Er:.d
L=

E—ii’-ﬁ
[=]

Voltage is the potential difference between a negatively charged component and a
component with positive charge. It is the amount of energy carried by the charge and is the
"energy per unit charge". It is measured in volts.

"

— 2.2.1 Voltage and Power

Power is the amount of electrical energy per unit time given by an electric circuit. It is
measured in watts (W) or joules per second.

Voltage and Power Requirement by Hardware Devices

Computer is an electronic machine and hence it can only be operated with a source of
energy. It requires a standard power and voltage range for its operation. Every electronic
device or circuit is fed by the power supply unit (PSU).

— 2.2.2 Computer Power Supply Voltages

All the hardware components present in a computer, require some amount of DC voltage to
function. This amount may differ from component to component. The following table lists a
few components and their voltage requirement:

Component Voltage Requirement (in volts)
Mainboard or motherboard 12
CPU 33
Graphic cards 12
CPU fan 5
USB ports 5

Fig. 2.2.1:Components and voltage requirements

o
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So, in a computer broadly three types of DC voltages are required, which are +12V, -12V,
+5V, -5V, and +3.3Volt.

~ TiIps |4

Power ratings and voltages outside the permissible range can cause system failure.

PSU

A PSU draws the AC voltage from the source (generally from the socket) and converts it to
the desired level of DC voltage. It is usually found at the back side of a computer case. The
following figure lists the parts found on the backside of a PSU:

A point of connection for connecting the power cord to the computer.

A fan opening for drawing out the air from the power supply.

A red switch for changing the voltage of the power supply.

A rocker switch for turning on and off the power supply.

Fig. 2.2.2: Components of a PSU

The following image shows a PSU:

Fig. 2.2.3: Interior view of a PSU

There are different types of power supplies available in the market, but switched-mode
power supplies are globally used today in personal computers.

There is also a stack of different coloured cables inside a PSU.
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The following figure lists the colour codes of the PSU cables:

eThese wires are used to provide grounding.

Black Wi
ack ires eEvery other color should be paired with a black wire.

Yellow Wires *These wires denote +12V

BlueWires *These wires denote -12V

Red Wires eThese wires denote +5V

White Wires *These wires denote -5V

Orange Wires *These wires denote 3.3V

Green Wires eThese are control wires to check the DC voltage

Purple wires eThese wires denote +5V on standby mode

AN AN AN AN AN

Fig. 2.2.4: Colour codes of PSU cables

— Tips |4

Power supply and computer can be protected from a surge and voltage drops by simply
adding a UPS (backup) to the computer.
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.. V]
— Activity [¥»
Write the voltage requirement of the given components:
1. USB ports
2. CPUfan
3. Motherboard
4. Graphic cards

CPU
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— Key Learning Outcomes

2.
3.
4

Y

At the end of this module, you will be able to:
1.

Understand basic concept of networking
Describe TCP/IP protocol and their layers
Discuss wireless networks

Identify cables and connectors
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UNIT 3.1: Networking Concepts

— Unit Objectives ©

At the end of this unit, you will be able to:

1." Define network topology
2. ldentify different types of topology
3. Describe the Open system interconnection (OSI) model and its layers

— 3.1.1 Network Topology

Network topology refers to the arrangement of the different elements (links and nodes) of a
network. It is the layout of a network and may be depicted as:

e Physical topology: It is the arrangement of the various network components.
e Logical topology: It describes how data flows in a network.

Distances between the nodes, physical connections, rate of transmission or types of signal
may differ between two networks, but still topologies may be identical.

Types of Topology
There are five types of network topologies based on the type of exchange of information
through the network. They are as discussed:

Bus Topology

In bus topology, each node is connected to a single cable using interface connectors. The
central cable, known as bus, is the backbone of the network. The packets that are
transmitted in both directions along the bus contain the destination address. As single high
capacity cable is required, this topology needs minimum cabling and the cost is also low. The
entire cable setup needs to be reconfigured to add a node. It is a time consuming process to
troubleshoot as every point needs to be checked to locate the fault.

The following figure shows bus topology where all nodes are connected to the same terminal:

® @ &=
@ & @

Fig. 3.1.1: Bus topology

o



Participant Handbook

Star Topology

The star topology links the nodes over a network, utilizing a central control unit which is
known as hub. Nodes in a star-based network can be easily attached to the hub. All the
nodes are connected to the hub, thus, requiring lot of cabling and high cost. A faulty hub can
disrupt the entire network.

The following figure shows star topology:

Fig. 3.1.2: Star topology
Ring Topology

The ring topology links the nodes through a point-to-point connection over a network. It is
easy to locate cable faults in a ring and if any of the nodes in the network malfunctions, the
entire network stops functioning.

The nodes in the network make a closed loop. The flow of data is unidirectional around the
ring. The data is passed through the nodes from the sender to the receiver.

The following figure shows the closed loop connection in ring topology:

Fig. 3.1.3: Closed loop connection in ring topology
Mesh Topology
The mesh topology involves point-to-point connection between every node in the network.
It is highly reliable as network connectivity does not depend on any one node. It is used for
large network connections. It involves high installation and setup costs due to the complex
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cabling required to connect each node with the other. This topology becomes difficult to
manage if the size of the network increases.

The following figure shows the architecture of mesh topology:

Fig. 3.1.4: The architecture of mesh topology

Cellular Topology

The cellular topology is a wireless topology, where geographic area is divided into cells or
regions. Each cell is a separate entity that is controlled by a central station. This topology
operates on wireless media which does not require cabling.

It is easy to install as the only requirement is the availability of a central location and signal
strength. Data transmission happens in a cellular digital packet data (CDPD) format.

The following figure shows a cellular topology connection:

Fig. 3.1.5: A cellular topology connection

— 3.1.2 OSI Model

The OSI model is a conceptual or networking framework designed to implement a set of
rules, known as protocols, for transfer of information between different layers. It was
designed by the International Organization for Standardization (I1SO).
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The model divides network communications into seven layers:
e Physical layer

e Data Link layer

e Network layer

e Transport layer

e Session layer

e Presentation layer

o Application layer

The following figure describes the seven layers of an OSI model:

The 7 Layers of OSI
9

Transmit Data .- Recieve Data
User A

[ Application (Layer 7) ]

[ Presentation (Layer 6) l

[ Session (Layer 5) ]

[ Transport (Layer 4) ]

[ Network (Layer 3) ]

[ Data Link (Layer 2) l

v [ Physical (Layer 1) I
R Physical Link ————p

Fig. 3.1.6: The OSI model

Every layer protocol performs specific services which is unique for that layer. The protocol
interacts with the protocols which are directly above and below it, while performing the
services.

The description of the seven layers on the basis of their functions are as follows:

Physical Layer

It is the first layer of the OSI model. This layer protocol transmits bits rather than packets in
the form of a physical signal over the connecting network. It interfaces with the data link
layer and performs coding, decoding and transmission of information in the form of bits.

It passes the information bit by bit and detects and accepts signals which are passed to the
data link layer. It monitors error rates in data but cannot perform error corrections.




Field Technician-Networking and Storage [

The following figure shows flow of data from the data link layer to the physical layer and
vice-versa:

From Data Link Layer To Data Link Layer
v |
[ | [ ]
[ 10101000000010111 | 110] [ 10101000000010111 | 110 |
| | [ |

Physical Physical
Layer Transmission Medium Layer
Fig. 3.1.7: Flow of data from the physical layer to the data link layer and vice-versa

Data link Layer

It is the second layer of the OSI model which transmits information in the form of packets.
These packets contain the source and the destination address which are required to
transmit them to their assigned destination. It also performs error checking, which is not
done by the physical layer, to ensure that the packets arrive error free.

The main functions of data link layer are:

e It provides interface to the network layer

e |t deals with transmission error to ensure that the frame arrives without any problem

e It controls the flow of data

The following figure shows the flow of data from the network layer to the data link layer:

From Ne‘lcwork Layer To Netw:rk Layer
‘T2 | Data | H2 | Frame Frame EH2%
1 | | ; —
Data Link Layer Data Link Layer
To Physical Layer From Physical Layer

Fig. 3.1.8: Flow of data from the network layer to the data link layer

Network Layer

It is the third layer of the OSI model. It transmits data packets in a logical way and assigns
network addresses to these packets which is translated into their equivalent physical
addresses. Every device in the network has a unique identification number which is known
as addressing. There are two types of address assigned to each node:

e Network address

e Physical address

In this protocol layer, each packet is assigned a network address which works on a
hierarchical addressing design. It accepts the data segments, which are known as packets,
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from the transport layer. The header part of these packets are added with the logical
addressing information before being sent back to the transport layer.

The following image shows the flow of data in packets from the transport layer to the
network layer:

From Transport Layer To Transport Layer
A

I—“—l _ll—l

| H3| Data Packet :Iji Packet
Faw
L |

K

Network Layer

Network Layer

To Data Link Layer From Data Link Layer

Fig. 3.1.9: Flow of data in packets from the transport layer to the network layer
Transport Layer

The fourth layer in the OSI model is the transport layer. On the basis of its application, this
layer can be either connection oriented or connectionless.

It accepts data from the layer above it (session layer) and performs end to end delivery of
the data. It ensures that the data is transferred from the sender to the receiver without any
error and is understandable by the receiver.

This layer protocol forms data packets and assigns sender’s and receiver’s address to the
header part of the packets. This is known as multiplexing of data.

The following image shows the flow of data in segments from the session layer to the
transport layer:

From Session Layer To Session Layer
[ 1

) S S P S SN S
4 J ," ‘I| l "‘ “. \ “\ '/' / Jl’ "‘ I 'l' \|\ \ ‘\‘
|H4| Datal |H4| Data | |H4| Datal |H4| Datal |H4| Data | |H4| Data|
| \ ] 1 | | l/_Segm‘lents | T I 1 T I 1 Tseg".:ents
Iransport v l v \_ ’ __/ Transport
ayer

To Network Layer From Network Layer -2Ver

Fig. 3.1.10: Flow of data in segments from the session layer to the transport layer

Session Layer

It is the fifth layer of the OSI model. This layer performs different functions between two
nodes in the network:

e Coordinates and maintains communication between nodes

Establishes and maintains a secure communication link between the nodes
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To Presentation Layer

The following image shows the flow of data from the presentation layer to the session layer:

From Presentation Layer
L6 Data | L6 Data |
' i ' | ' " ' '
' " n ' ' " n '
/ " ‘ " ! / I T A '
Session | i l il ! Session |, Al ‘ il i
Layer ' r [ ' Layer ' ] i '
| . . T [[ ][]+
! I I ! ] I I I !
f syn ’ syn Sy ! syn T syn SV
1 l ' ' | ]
1 I 1 1
' ! ' '
LS5 Data L5 Data
From Transport Layer

To Transport Layer

Fig. 3.1.11: Flow of data from the presentation layer to the session layer

Presentation Layer

It is the sixth layer of the OSI model. Its function is to accept data from the layer above it
(application layer) and format the information.

It acts as a translator and performs the function of compressing and encoding the
information received from the above layer. This layer performs various functions such as:

e Data encryption
e Data compression

e Data conversion
The following image shows the flow of data from the application layer to the presentation

layer:
From Application Layer To Application Layer
A

H6 Data

L
Presentation
Layer

From Session Layer

Presentation
Layer A
v To Session Layer

Fig. 3.1.12: Flow of data from the application layer to the presentation layer

Application Layer
It is the top layer of the OSI Model. It deals with the user end applications such as e-mail,

transfer of files, dealing with software and web browsing.
Unlike other layers, it does not serve but can interact with the layer below it to transfer its

data to the host.
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The following image shows the connection of user and presentation layer with the
application layer:
User'

BE-B

Application Application |

Layer Layer
To Presentation Layer From Presentation Layer

Fig. 3.1.13: Connection of the user and the presentation layer with the application layer




— Activity

Match the following images with their respective topologies.

Y]
¥
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Star Topology

1’
& .
2. @ @ @ Ring Topology
& @
(—
3. @ @ Mesh Topology
@—>
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UNIT 3.2: TCP/IP Protocol

— Unit Objectives ©

At the end of this module, you will be able to:

1. Explain TCP/IP protocol and its layers
2. Describe IP addressing
3. Discuss IPv4 addressing

— 3.2.1 Introduction to TCP/IP Protocol

TCP/IP is the communication protocol for Internet. It is a protocol suite which has two
protocols:

e Transmission Control Protocol:
Assembles the message to be transmitted over network into smaller data packets
Reassembles the received packets into the original message

e Internet Protocol:
Manages the address of each data packet so that the data packet reaches the right
destination. This is known as IP addressing.

It is also known as Internet Protocol Suite. TCP/IP is based on the client/server model of
communication. The client computer sends requests to the server such as opening a web
page. The server provides services such as connecting to the web page and giving access to
that web page. Each client request in TCP/IP is an independent request, not related to the
previous one. Hence it does not require a dedicated connection.

TCP/IP Model

The TCP/IP model is a set of protocols which defines how two or more computers can
communicate with each other on Internet. There are many protocols working within the
TCP/IP model. These protocols provide various functionalities which are important for the
data transmission over the networks.
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TCP/IP is composed of four layers, as shown in the following figure:

Application

(Host-to- Host) Transport
Internet

Network Interface

Fig. 3.2.1: Layers of TCP/IP network

The following image shows the description of TCP/IP layers:

( eresponsible for the placing or receiving of TCP/IP
Network Interface Layer/ packets on or off the network medium.
Network Access Layer eincludes Ethernet, token ring and WAN
\ technologies.

eresponsible for IP addressing and routing
Internet Layer functions

emanages rate of data flow
Transport Layer emanages reliability of data

AV V4

eprovides the applications with access to services

Application Layer edefines the protocols that the applications will use
for exchanging data

\.

NS

Fig. 3.2.2: Description of TCP/IP layers

o
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Layers of TCP/IP Protocol

There are four layers of TCP/IP protocol which are further classified on the basis of their
functionalities as shown in the following image:

Application layer

Transport layer

nternet layer

Network access

Trivial transfer
—  protocol
(TFTP)
.
Hyper text

— transfer
protocol (HTTP)

~—_———

)

n Domain name
system (DNS)

|

Fig. 3.2.3: Layers of the TCP/IP protocol

Application Layer Protocol

protocol protocol protocol layer protocol
> J/ By By
) . ) )
Transmission Internet
— Telnet — control rotocol (IP) —  Ethernet
protocol (TCP) P
| S —
) . ) )
Secure shell || Usergram data n Intern;]neestsgggtrol | Token ring
(SSH) protocol (UDP) protocol (ICMP)
~— ~— ~— ~—
) ) =TT T
Fiber
|| File transfer a rﬁs%clllziisc?n distributed
protocol (FTP) protocol (ARP) dataz I|:rl13t|§|r)face
~— -7
)

This layer provides the applications with access to services and defines the protocols that

the applications will use for exchanging the data
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It is further subdivided into six layers as described below:
Telnet

Telnet is a protocol used by the network users to communicate with and to access the
network devices. To access telnet, the user must have installed telnet client software.

SSH

It is a network protocol which is used by the administrators to access a remote device in a
secure way. Unlike telnet, SSH uses encryption, which means that all the data is transmitted
securely over the network.

FTP

It is a standard protocol. It is responsible for the transfer of computer files to the client from
a server using the server-client model architecture. FTP supports user authentication and
sends all data in clear text.

TFTP

It is a utility internet software used to transfer simpler files between remote devices. Unlike
FTP, TFTP is less capable of transferring heavy files and lacks advanced features of FTP.

HTTP
HTTP is an application protocol also known as client-server protocol. It allows the client to

request web pages from the web servers. It is the base for data communication of World
Wide Web (www).

DNS

DNS is an internet service protocol. It is responsible for translating domain names into their
corresponding IP addresses. It is user friendly because domain names are easier to
remember than IP addresses.

Transport Layer Protocol

Transport layer protocol is also known as host to host protocol because it provides host to
host services such as flow control, reliability and communication services. The two main
layers of transport protocol are described as follows:

TCP

It assembles the message to be transmitted over network into smaller data packets and
reassembles the received packets into the original message. It is connection-oriented, which
means before data is sent, a connection between the two hosts must be established.

UDP

UDP is a transport layer protocol and it is used with internet layer protocol for transmission
of data between applications running on a TCP/IP network.

UDP is also considered to be a connectionless protocol, since no virtual circuit is established
between the two endpoints before the data transfer takes place. Because it does not
provide as many features as TCP, it uses lesser network resources than TCP.
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Internet Layer Protocol

Internet layer protocol performs IP addressing as well as routing functions. It enables the
packet to travel on its own to the destination. The pattern in which the packets are received
is altered before they are dispatched.

The list of important protocols at the internet layer are described as follows:

IP Protocol

IP protocol is a set of internetworking methods in the IP suite. Its responsibility is to send
packets from the host to the destination, as described by the IP address. This IP address is
defined by the IP.

ICMP

ICMP is also known as error reporting protocol because it is used by the networking devices
like router to generate or send error messages such as, error in delivery of IP datagrams
(packets) or non-availability of a requested service.

ARP

It is a communication protocol which is used to map an IP address to its corresponding
physical or hardware address.

Network Access Layer Protocol

It is responsible for the placing or receiving of TCP/IP packets on or off the network medium
and includes Ethernet token ring and WAN technologies.

The protocols used at network access layer are as discussed:

Ethernet

It is a local area network (LAN) technology which describes how the networking devices
format the data for transmission to other network devices. It is in connection with the first
layer or the second layer of the OSI model.

Token Ring

It is another LAN technology where all the computers are linked together in the form of ring
or star topology. In this, to prevent the data collision between two computers, a token
scheme is used.

FDDI

FDDI is used for data transmission of information. It uses fiber optic lines as its physical
medium in a LAN. It works on token ring scheme and its range can extend up to 200 km.

— 3.2.2 Introduction to IP Addressing

An IP address is an exclusive identifier for a computer or any other device attached to the
network. It is a 32-bit value. IP addresses are written in four decimal numbers, which are
separated by dots. Each section ranges from 0 to 255. For example, 172.16.254.2 would be

'
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the IP address of a node. When the address is converted to binary, each section contains 8-
bit, which is called an octet.

IP Terminology

e Bit: It represents either 1 or 0.

e Byte: A byte consists of 7 or 8 bits, depending on the parity digit.

e Octet: An octet is made up of 8 bits.

e Network Address: It is the starting up address of a network. It is the identity of that
network.

e Broadcast Address: It is the last IP Address of a network and is used to send information
to all the available nodes on the same network.

The following figure depicts the dotted decimal notation of the given IP address:

4+—8 Bits—» <4+—8 Bits—» <4+—8 Bits—» 4+—38 Bits—»

172 ° 16 ' 254 .

10101100 00010000 11111110 00000010

Fig. 3.2.4: Example of an IP address

IP addresses are also known as host addresses.

In a TCP/IP network the routers pass data packets between networks without knowing exact
location of the destined host. They only know the network of the host. They deliver a packet
to the network and then using the information stored in the router, the packet is delivered
to the host. For this purpose, the IP address contains two parts:

e First part is the network address
e Second part is the host address.

To locate devices in a distributed environment, which is different networks connected to
each other, the nodes are assigned explicit addresses which identify the network in which
the device is on and also identify the device in that particular network. When these two
unique identifiers are combined, it is a globally unique address.

Example

IP Address: 192.168.13.123
Network Address: 192.168.13.0
Host Address: 0.0.0.123

o
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Types of IP Addresses

Based on their operational characteristics, the IP addresses are divided into three categories
as shown in the following figure:

Unicast IP address Multicast IP address Broadcast IP address
e|t is an address of a single e|t is used for one-to-many e|t is utilized to send data
interface. communication. or information to all
e The IP addresses of this *|P multicast group available targets in the
type are utilized for one- addresses receives broadcast domain (the
to-one communication. multicast messages from one-to-everybody
e Unicast IP addresses are this IP address. communication).
utilized to send direct *Only those hosts that *In this, the packets send
packets only to a specific need to receive the by the host is accepted by
host. message will process the every server in the
packets. broadcast domain.

Fig. 3.2.5: IP addresses

— 3.2.3 IPv4 Addressing

IPv4 is a 32 bit address which is displayed in dotted decimal notation.

In this, the five classes of IP addresses, which are class A, B, C, D, and E, are defined by
TCP/IP. Each class has a unique set of valid IP addresses.

The class is determined by the value of the first octet. Host address uses the first three

classes of IP addresses (A, B and C). The remaining two classes are used for other purposes
such as class D for multicast and class E for experimental purpose.

The following table represents different types of classes used in IPv4 addressing:

Class Leading Number of | Address per | Start End Address
Bits Networks Network Address
Class A 0 128 (27) 16,777.216 | 0.0.0.0 127.255.255.255
(2*)
Class B 10 16,384 (2') | 65,536 (2'°) | 128.0.0.0 | 191.255.255.255
Class C 110 20,97,152 256 (28) 192.0.0.0 223.255.255.255
(2*)

Class D 1110 Not Not defined | 224.0.0.0 239.255.255.255
(multicast) defined

Class E 1111 Not Not defined | 240.0.0.0 255.255.255.255
(reserved) defined

Fig. 3.2.6: Type of classes used in IPv4 addressing

"



Field Technician-Networking and Storage

.. Y
— Activity [«%
Find out the network address and host address for the given IP addresses.
IP Address Network Address Host Address
10.10.48.80

28.212.250.254

10.10.250.1
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UNIT 3.3: Wireless Network

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define wireless network
2. ldentify different types of wireless networks
3. Define Bluetooth

— 3.3.1 Wireless Network

A wireless network uses wireless connections betweentwo network nodes. Wireless
networking helps to avoid the costly process of setting up cable connections in a building.
Examples of wireless network are Bluetooth, cellular network and so on.

Types of Wireless Network

Wireless networks are classified on the basis of the coverage area or span (range) in which
they can operate.

Wireless Local Area Network (WLAN)

WLAN is used to connect two or more devices that are available over a short distance. A
wireless distribution method is needed to set up a WLAN. It gives a connection for accessing
the Internet through the access point. It is utilized to associate network connection in two or
more buildings without introducing a wired connection. The following figure shows WLAN:

o 8

gy

Fig. 3.3.1: WLAN

Wireless Wide Area Network (WWAN)

WWAN is used to connect different devices over a large area. It covers a large geographical
area using wireless technology.

—



Field Technician-Networking and Storage

The following figure shows WWAN:

Aerohive
Cloud Service

Teleworker/

Homeshoring Kiosks

Temporary Retail
Offices Stores
Partners/
Branches Suppliers

Data Center/
Private Cloud

Fig. 3.3.2: WWAN
Wireless Personal Area Network (WPAN)

WPAN is a wireless network used to connect devices around an individual’s workplace. It
spreads within a range of 10 meters (short range). It is used to connect peripheral devices
like two computers within the assigned range.

The following figure shows WPAN:

Access Point

Notebook

Desktop .‘ Printer
g.@n»)))))) (( m

—

2

Bluetooth Device

Fig. 3.3.3: WPAN
Standards for WLAN

Institute of Electrical and Electronics Engineers (IEEE) has set a few standards for WLAN,
some of which are as follows:

e IEEE802.11

e |EEE 802.11a
e IEEE 802.11b
e IEEE 802.11g
e IEEE 802.11n
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e |EEE 802.11ac

Bluetooth

Bluetooth provides a wireless technology standard to exchange data from any fixed or
mobile device over a short distance and thus build a personal area network (PAN).

The specifications of bluetooth are:

e Range: 3-6 meters

e Low-speed

e Operating frequency: 2.5 GHz

Using this technology, a user can talk and listen on the Bluetooth headset while the phone is
in the pocket of the user. Bluetooth cannot operate on high bandwidth for devices like

printer but can be used for a wireless mouse.
IEEE organization has developed the standards for Bluetooth which is 802.15.

The following figure shows a Bluetooth headset:

)

Fig. 3.3.4: Bluetooth
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UNIT 3.4: Cables and Connectors

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Define cable and its types
2. Explain connectors
3. Describe the process of crimping

— 3.4.1 Cables

Cable form the transmission media for a network. Transmission media or channels, also
known as links, lines or path, are used to interconnect the nodes in a network. Transmission
channels are of different types of communication wires and cables such as coaxial/helix
cable, optical fibre cable, twisted pair cable and cross over cable.

The following table lists different types of cables used in networking:

Type of Cable Image Description

Have two conductors
that are twisted
together to cancel out
the electromagnetic
interference that may
come from external
sources. This type of
cable is almost the
Twisted pair same as a paired cable.
The difference is in the
two twined inner wires
which are insulated
unlike the paired cable.

Used for transmission
of data over networks
such as, LAN.
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Has a thin conducting
wire inside a tubular
conducting shield,
which is protected by a
tubular insulating
jacket.

Coaxial/Helix cable

Used to connect video
equipment and carry
television signals.

Contains one or more
optical fibres for
carrying light. The
optical fibres are
coated with plastic
layers and secured in a
protective tube.

Optical fibre cable

Used for long distance
communication.

Has small sized
diametric core and
permits a single mode
of light to propagate
through it. As a result,
it reduces the number
of light reflections

) when the light passes
Optical fibre cable // through the centre.

(Single Mode) Pﬁ‘ﬂ.*ﬁ This decreases the
attenuation and

enables the signal to
travel further.

Used for a long-
distance coverage with
a very high

bandwidth
requirement.

—______o___________
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Has big diametric core
and permits several
modes of light to
propagate through it.
The number of light
reflections formed
when the light passes
through the centre are
more. This enables
larger quantity of data
to pass through at a
given time. The
strength of the signal
decreases over long
distances because of
the increased
dispersion and
attenuation.

Optical fibre cable
(Multi Mode)

Used for backbone
applications in buildings
because of the
reliability and high
capacity.

Connects computing
devices, often of the
same type such as two
switches.

Cross over cable

Fig. 3.4.1: Types of cable used in networking
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— 3.4.2 Connectors

There are various connectors used for connecting cables in networking as shown in the

following figure:

<F

CAT 5E Ethernet RJ CAT 6 Ethernet RJ 45 CAT 6A Ethernet RJ
45 Connector Connector 45 Connector

<

Coaxial Connector Wire Connector and
Terminal

|

.\.b —

Telephone Network
Connector

Fig 3.4.2: Connectors

— 3.4.3 Crimping

Crimping means joining of two pieces of metal, generally a wire and a connector, together
by deforming one of them and enabling one to hold the other. The resultant deformity is
known as a crimp. The following image shows the various steps involved in crimping:

2 1. Plac the Connector

Fig. 3.4.3: Crimping

_ Tips | &

In case of crimping, pliers should not be used as the deformity cannot be formed
properly.

If there is air in between the crimp and the connector, it collects moisture. This
eventually causes corrosion in the wire and can lead to a connection failure.
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Steps for Crimping RJ45 Cable
For crimping RJ45 cable a colour code of the internal wires is to be followed.

e To make a straight cable, the colour code is listed in the following figure:

Fig. 3.4.4: Color code for crimping RJ45 straight cable

e To make a crossover cable, the colour code is listed in the following figure:

il

Fig. 3.4.5: Color code for crimping RJ45 crossover cable
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The steps for crimping RJ45 cable are as follows:

Step 1: Strip 2 inches of the outer cover from the cable end with a utility knife as shown in
the following figure:

Fig. 3.4.6: Stripping the cable

Step 2: Pull the twisted pairs of wires backward and cut the core as represented in the
following figure:

1. Pull wires backward 2. Cut the core

Fig. 3.4.7: Cutting the core

Step 3: Make the twisted wires straight using tweezers and keep them arranged in a row as
shown in the following figure:

1. Straighten the twisted pairs 2. Arrange the wires in a row

Fig. 3.4.8: Straightening and arranging the wires
Step 4: Place the untwisted wires in a position from right to left according to the color code
of the wires and then trim the wires up to a suitable length as shown in the following figure.

-~

Fig. 3.4.9: Trimming of wires
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Step 5: The wires are to be inserted into RJ-45 connector. RJ45 connector must be crimped
to the cable using a crimping tool by compressing the jacket as well as the cable into the
connector in such a way that the wedge at the base of the connector is pushed into the

jacket as shown in the following figure:

1. Insert into connector 3. Result

Fig. 3.4.10: Crimping the connector
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— Activity

Identify the different cables and write down their name in the box given below:

1. 2.




4. Installing Hardware
and Software

A

Unit 4.1 — Installing hardware
Unit 4.2 — Configuring and setting up peripherals

Unit 4.3 — Completing the Installation Process
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— Key Learning Outcomes

At the end of this module, you will be able to:
1.

2.
3.
4

Y

Install the hardware

Configure and set up peripherals
Set up the software

Verify the installations
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UNIT 4.1: Installing Hardware

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Explain the installation procedures

Identify the specifications for setting up the system
Check site conditions and customer requirements
Connect the system

vk wN

Follow standard operating procedures

— 4.1.1 Installation Requirements — Reading Product Manuals ——

A field technician is responsible for visiting a customer’s site, reading the product or
equipment manual and understanding how the equipment works and should be installed.
Reading the manual plays a vital role in the correct installation/repair of the product. One of
the common causes of non-functioning of components of a system may be its improper
installation, which may happen due to non-compliance of user manual instructions. Hence, it
is important for a field technician to always follow the process and guidelines mentioned in
the product manual.

Product manuals, also known as user manuals, contain all essential information for the user
to make full use of the computer system. They include a description of the system functions
and capabilities, contingencies and alternate modes of operation and step-by-step
procedures for system access and use.

A user manual generally has five sections. The following figure shows the five sections of a

user manual:
Sections of a user manual
4 N[ N[ N[ N[ N
Description .
. System P Operating Error
Introduction - of system . . .
capabilities . instructions handling
functions

\ J \\ J \\ J \{ J \\ J

Fig. 4.1.1: Sections of a user manual

There is a help facilities section also available in the manual which describes a help desk
facility that the user can contact for error resolution. Help desk telephone numbers are also
included.
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There are various sections in a typical help book of particular equipment. As a procedure for
installing equipment and devices, the field technician should educate and inform the
customer about the various help and user tips that can be referred to by the customer when
using the system/equipment.

— 4.1.2 Specifications for Setting up a System

To be utilized productively, all computer software need certain hardware components or
other software assets to be available on a computer. These essentials components are
known as computer system necessities and are frequently utilized as guidelines as opposed
to an absolute rule.

Most of the software specifies two types of system necessities that are the minimum
requirements and are recommended. With expanding interest for higher processing power
and assets in latest versions of software, system necessities need some increment after
some time. Industry experts recommend that this pattern has a greater influence in driving
upgrades to existing computer systems than technological advancements.

Some manufacturers of software often provide the consumer with a set of requirements
that are different from those that are needed to run usual software. These requirements are
generally known as the recommended requirements. They are always at a level above that
of the minimum requirements. They show an ideal situation which is required to run the
software.

It is also recommended that a field technician, prior to a client visit, checks the site
conditions. This will help in the analysis and identification of the actual conditions at a
customer’s site.
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— 4.1.3 Setting up the System

There are certain steps involved in complete setting up of a new system or new networking
device. The following figure lists the main steps involved in a system set up:

é N

Open the packaging of the new product

Take out the hardware/modules carefully

Check the modules inside the package

Connect all the hardware devices such as the central
processing unit (CPU), monitor, keyboard, mouse,
modem/ router or LAN cable

In case of a laptop, connect the battery, plug in and switch
on the system

Fig.4.1.2: Steps involved in setting up a system
Open the Packaging

After getting the system to the site, remove the package carefully and check the modules
inside it. They should match the checklist.
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For example, the following figure represents the steps involved for unpacking the system to
ensure proper installation of a new desktop computer:

Inspect outer packaging for Move the package to a
any damage convenient place to unpack

e e S ey E——
v

Ensure proper levelled space Cut bands around the
for the product's removal > cardboard covering the
from the package cabinet

— ——
v

Remove the cardboard
covering from the cabinet, >
using scissors or a knife

Remove plastic bag and the
foam packing material

Fig. 4.1.3: Steps for unpacking a system
The tools used for handling and unpacking the system are shown in the following figure:

Utility knife Cutter

Fig. 4.1.4: Tools used in handling and unpacking a system

Take out the Hardware/Modules

Take out all the hardware/modules carefully from the package. Check and understand the
symbols on the package to know about the cautions and warnings related to the installation.
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The following figure depicts some common warning symbols along with their meanings:

7

A triangle with an exclamation mark within it represents a warning or a notice
thatis important. .

7

N

N

N

A triangle with a hand that is crossed out is the symbol used to represent a
product that is sensitive to electroStatic discharge (ESD).

y
N
J

A triangle with a lightning bolt is a symbol used to represent a warning for the
potential of an electrical shock.

C

An F with two C's represents the FCC and is a symbol found on a package that
meets the FCC (Federal Communications Commission) guidelines.

An umbrella icon on a package warns that the contents of the package are
sensitive to water and should be protected.

A wine glass with a crack is a symbol used to indicate that the contents of a
package are fragile.

N

P
?
hd
1

\\

One or two arrows with a line underneath them indicate the direction in which
the box should be positioned. The line shows the bottom and the arrows point
upwards.

Fig. 4.1.5: Common warning symbols on a package
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Check the Modules

To ensure smooth installation, the modules inside the package must be checked so that if
any module is missing or any damage is found, it can be informed to the company as early as
possible. In addition, do the following things:

1. Check all the modules for any damage that may be caused during shipping. If any
damage is found, it should be reported to the carrier and the dealer

2. Check for any cracks or depressions on the monitor screen

3. Match the accessories against the delivery checklist

Connect all the Hardware Devices

After checking all the modules, the next step is to connect all the hardware devices such as
mouse, keyboard, Ethernet and so on to their respective ports. Computer ports are
connecting points which act as an interface with peripheral devices, which work to
communicate with the computer. For making the connection, correct identification of these
ports is necessary. These ports are usually located at the backside of the CPU (in case of
desktop computers). The following image shows the different connection ports for
connecting mouse, keyboard, USB and so on:

Keyboard Connector

_. . Mouse Connector

USB 2.0 Ports Ethernet LAN Port

Serial Communications Port

Parallel Port

VGA Port

Microphone

Line In Game/MIDI Port

Speakers

Fig. 4.1.6: Different connection ports in a desktop computer
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In the case of laptop computers, the keyboard is attached to the monitor and other
connection ports are located on the side of the laptop as shown in the following image:

Headphone Jack USB Port VGA Port
Microphone Jack Ethernet Port

Fig. 4.1.7: Different connection ports in a laptop computer

Provide Power Source

The last step of the assembling process is to provide power to the computer. In case of a
desktop computer, the power can be provided by simply inserting the power plug into the
socket and turning it on. In case of laptops, first the battery should be placed into its correct
location. It needs to be charged after getting drained. For this purpose, an adapter is used,
which generally comes along with the laptop.

— 4.1.4 Standard Operating Procedures

Standard operating procedures provide a stable platform for performance measurements.
All companies, be it small or large, have documented work standards to ensure consistent
progress. It is the responsibility of the field technician to follow these standards. The
technician should adhere to work standards to meet the targets and achieve sustainability in
the workplace. The technician should also follow the safety standards to stay safe while
working with electrical and electronic components.
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The following figure lists a few standard operating procedures for a field technician:

Fig. 4.1.8: Standard operating procedures for a field technician

ESD

ESD is the sudden build-up of static electricity when two differently charged objects are
brought together. While installing and repairing electronic products, ESD is one of the issues
that arise, as it can cause damage to the electronic devices and components.
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The following figure represents some causes of ESD:

Fig. 4.1.9: Causes of ESD
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— Activity

Match the following:

VAN
DD
. ™
e

y
5. Azad

The contents of the package are
sensitive to water and should be
protected.

A package that meets the FCC guidelines

A product that is sensitive to ESD.

A warning for the potential of an

electrical shock.

A warning or a notice that is important.
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— Practical

A customer has recently purchased a new hard disk for his computer since the old one had
crashed. Perform a task of installation of new hard disk to the computer.

Component:

Hardware:

1. Phillips and flat blade screwdrivers (small and medium size)
2. A 3-claw part grabber

3. Achipinserter and chip extractor

4. A TORX head screwdriver

5. A1/4" and 3/16" nut driver

6. A container to hold small parts and screws

Software:

1. Operating system
2. Bootable disk with FDISK.EXE and FORMAT.COM copied onto disk
3. Disk Manager
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— Practical |+~
Perform the task of Installation of a Network Interface card in a new desktop system in the
network.
Hardware:
1. Phillips and flat blade screwdrivers (small and medium size)
2. A 3-claw part grabber
3. Achipinserter and chip extractor
4. A TORX head screwdriver
5. A1/4"and 3/16" nut driver
6. A container to hold small parts and screws
7. A computer system
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UNIT 4.2: Configuring and Setting up Peripherals

— Unit Objectives ©

At the end of this unit, you will be able to:

1. Identify the customer’s peripheral requirements and their placement
2. Connect all the peripherals
3. Install the peripherals

— 4.2.1 Customer Requirements

Understanding the needs of a customer is one of the foremost responsibilities of a
technician’s job role. This includes the following practices:

o Greet the customer and talk politely

e Understand the customer’s requirement

e Provide the best possible and cost effective solution to the customer
e Ensure that the customer is satisfied with the service

When work is allocated, it is important for the field technicians to understand and analyse
the requirement before going ahead with the plan of action or visiting the customer’s site.
This means that they should be able to understand what their customers want and also
know how to satisfy their needs. They need to know how to deal effectively with the
customers.

Requirement of some customers is such that they ask for additional peripherals apart from
those which are provided by the manufacturer. A few of the peripherals which they want are
printers, scanners, webcams, microphones, tape drives and speakers. It is important to
understand which peripherals should be carried while visiting the customer’s site. This can
be achieved by talking to the customer prior to the visit.

Further, the technician should place all the peripherals as per the customer’s need.
Primarily, the field technician must listen to the customer, even if the viewpoint is the same
— let the customer vent it off. After the customer has finished, express feeling and then
respond accordingly.

Provide immediate response to the problem reported by the customer, if possible. At times,
it may mean bending the rules, but customer satisfaction is the key to success and going out
of the way can hit the nail on its head.

4.2.2. Connecting and Installing the Peripherals

After the correct placement of the peripherals, the next step is to connect them with the
computer. Most printers, scanners, speakers and other peripheral devices are connected to

— B
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the system via USB ports. The following figure shows how to connect various peripheral
devices to the system:

Locate the monitor
cable.

Connect one end of the
cable to the monitor port
and the other end to the

monitor.

Use the second cable
to connect the
monitor to the surge
protector.

Plug the keyboard
PS/2 connector into

Plug the other end to the purple port

a surge protector. behind the
computer.
Plug one end of the first Plug the mouse PS/2
power supply cable into connector into the
the port behind the green port behind
computer case. the computer.

Connect the speakers
to the computer's
audio port.

Locate the two
power supply cables.

Fig. 4.2.1: Connection of peripherals

Installing a Printer

A typical printer includes components such as a cord, cable, ribbon and cartridges. Papers
placed in the printer’s tray are a part of the printing stationary and not of the printer.
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The following figure lists the steps to install a printer:

-%
v
-%

Fig. 4.2.2: Steps to install a printer

Installing a Scanner

The following figure lists the steps to install a scanner:

Fig. 4.2.3: Steps to install a scanner
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Installing a Webcam

A very small amount of user input is required to install the modern webcams. Most of the
webcams automatically get installed after being plugged in. If they do not get installed
automatically, then the driver file from the manufacturer's website needs to be
downloaded. The following figure lists the steps to install a webcam:

|
v

Agree to terms and Run the application
— conditions and then and click a
click on Next. Then photograph to check
click on Finish. if it is working.

Fig. 4.2.4: Steps to install a webcam

Installing Speakers

There are two types of speakers that can be installed in a system, USB speakers and
headphone jack speakers. The following figures list the steps to install both the types of
speakers:

=5

"

Fig. 4.2.6(i): Steps to install USB speakers
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Fig. 4.2.6(ii): Steps to install headphone jack speakers

— 4.2.3. Installing Software

Software is a part of a computer which helps the hardware to function properly. It also helps
the input/output devices to communicate with the CPU. It comprises of the operating
system along with various programs of the computer.

A field technician is responsible for installing the operating system software on the
customer’s system. Prior to the installation process, it is mandatory to check the system
requirements which include the storage capacity of the hard disk and random access
memory (RAM). In addition, he/she should be able to install additional software as per
standard customer requirement.

Installing the Anti-Virus Software

Antivirus software, also referred to as anti-malware software, is a software that helps to
prevent, detect and remove unwanted, malicious software from a computer. Malicious
software or malware is used to harm the computer and disrupt its functioning with the
intention of gathering personal information from it. In the absence of good antivirus
software, hackers can infect the computers with malware and steal sensitive data such as
passwords, personal data and identity.
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The following figure shows the steps for standard antivirus installation:
Download the antivirus from its
parent website. In case of a .
CD/DVD, insert it into the - Click Install.
computer’s CD tray.
Read the license agreement, and s Wait until the installation is
accept the terms and conditions. completed, and then click Finish.
After the antivirus is installed, Restart the computer and the
activate it. The computer may now |——> antivirus is ready to clean the
request a ‘restart.’ computer.
Fig. 4.2.7: Steps for standard antivirus installation

— 4.2.4. Safety Procedures

The field technician must adhere to the safety procedures. There are certain guidelines that
must be followed to ensure own safety and that of the co-workers. These guidelines provide
a sound, safe and flexible environment to work.
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The following figure explains the general safety guidelines that must be followed by a field
technician:

é N

Check if the tools and equipment are in a good working condition

Wear personal protective equipment

Keep the work area clean and free from clutter

Maintain proper body posture at work

Follow safety rules and guidelines

Report any breach of safety

\ v

Fig. 4.2.8: Safety procedures
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Perform the st